




































































































































































































IFMA 's Occupancy and Human Factors Course 

The process of creating a culture of safety and security begins with enlisting support from 

the organization's leaders. Gaining greater awareness of the risks to occupant safety and 

security enables the facility manager to set goals and develop appropriate strategies. 

Management and occupants must be actively involved in the implementation of these 

goals and strategies. The facility manager must measure the effectiveness of the strategies, 

reinforcing or revising them as needed in accordance with international standards that 

provide the benchmark. 

The facility manager must be knowledgeable about the elements of the policy and if there 

is no policy, one should be created. The elements below are taken from OSHA, but they are 

universal. 

The elements of the OH&S policy should include the following: 

1. A commitment statement which provides safe and healthy working conditions for

the prevention of work-related injury and ill health. This must be appropriate to the

purpose, size, and context of the organization and the nature of the OH&S risks and

opportunities.

2. A framework or model for setting the OH&S objectives.

3. A statement to fulfill legal and other requirements and one that eliminates hazards

and reduces OH&S risks.

4. A statement committing to the continual improvement of the OH&S management

system.

5. A commitment to consultation and participation of the workers. If a union is

involved with the organization, the workers' representative should be included.

6. The procedures for reviewing the effectiveness of actions taken, including corrective

and preventive action.

7. A process that allows necessary changes to be made to the OH&S management

system.

When corrective/preventive actions occur, the documentation of the action taken must be 

maintained as evidence of: 

1. The incidents, non-conformities and actions taken.

2. The results of any action & corrective action, including the effectiveness.

All employees should be aware of the OH&S policy, this must be communicated in the 

documented information in the policy. In the case where there is an incident or a 
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IFMA 's Occupancy and Human Factors Course 

corrective/preventive action taken, the facility manager should report and investigate the 

incidents without delay to enable hazards to be eliminated and to minimize OH&S risks. 

Management support is essential to any initiative aimed at shaping the organization's 

culture. Safety and security initiatives require resources to support any effort of changes 

needed to create the appropriate safe and secure environment. The importance of 

attention to safety and security is established in communications from leaders in annual 

meetings, letters, annual reports and actions. Management has an opportunity and 

obligation to model desired behaviors. Policies must be adopted. Responsibility for 

ensuring occupant safety and security must be included in job descriptions and considered 

during performance reviews. Actions that exemplify desired safe behavior should be 

rewarded in a public manner. Leaders, including facility managers, must demonstrate a 

serious and professional attitude toward safety and security issues, when requirements are 

treated as a nuisance by supervisors and managers, they will have little impact on occupant 

behavior. 

One of the most critical aspects of leadership support is that occupants should never be 

forced to choose between safety and their jobs. Unrealistic deadlines can cause employees 

to drive home exhausted and fall asleep at the wheel. They can cause technicians to break 

rules or ignore safety procedures to save time. Supervisors might be penalized for having 

too many accidents, incidents or near misses in their units when they faithfully report 

accidents. As a result, there is perceived pressure to under report or not report problems 

which are not corrected as a result. This behavior is unacceptable and should be dealt with 

immediately upon it being revealed. 

©2022 IFMA 
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Note: 

• An incident is an instance of something happening, an event or

occurrence. 

• An accident is an unfortunate incident that happens unexpectedly and

unintentionally, and can result in damage or injury. 

• A near-miss is a narrowly avoided accident.

An accident and near-miss are incidents, the difference being accidents result 

in physical damage where a near-miss does not. 

An incident is any occurrence whether it results in an accident or not 
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Facility managers work in complex and dynamic environments where they must make 

important decisions. This decision-making prncess, and its consequent performance, can 

be improved by enhancing the ambient awareness of the facility manager- in other 

words, knowing and being aware of what is going on around us. Enhancing the ambient 

awareness of individuals who work in complex and dynamic environments can be achieved 

through the concept of Situation Awareness (SA). 

The model starts with scanning the environment. What is the perception of the attributes, 

the status and the environmental elements? For example, facility managers should perceive 

information, such as service contracts, collaborative groups' information needs and 

priorities in terms of facility needs and budget constraints among others. The second step 

is conducting an analysis of all the disjointed elements that came from Step 1. Here, 

patterns are formed with the elements to create a holistic picture of an environment. 

During the analysis, perceptions are looked at and interpreted. From the interpretation, 

projections are made which leads into Step 3, decision making. It is stated that SA can 

improve decision making. This may not be true for all situations. Other factors, such as 

training, personality, organizational and technical constraints also affect the decision­

making process (Endsley & Garland, 2000). After good decisions are made, performance 

should improve. 

Gheisari and Irizary (2011) claim that SA can be used to filter the large amount of 

information and to provide the facility manager with organized and required information. 

The organized information can shape the mental picture for the facility manager, but it can 

also have the potential to be used as a basis for developing human-computer interfaces 

and applications. The improved mental picture, together with human-computer interfaces, 

can enhance the decision-making process of facility managers and can lead to the 

achievement of their goals in FM. Goals, such as reducing errors and improving task 

performance, can lead to the improvement of FM practices for the working environment. 

Figure 11 shows the SA model as it relates to FM. 
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Figure 1 7 The conceptual model of FM and SA integration 

Source: ).Irizarry et al. 
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The SA model is not intended to be a one size fits all model for FM related issues. The 

purpose is to increase SA and assist facility managers by increasing awareness and access 

to relevant information that may lead to improved performance. Each facility manager is 

ultimately responsible for the final analysis of the available information and the 

corresponding course of action. This method may measure the measurable, but 

management personnel should be vigilant of other factors that can influence decision­

making. 

Establishing a safe, secure and healthy workplace is paramount for FM in ensuring that 

occupants are not lost to injury or illness, which for even short periods of time, can cause 

significant disruption and cost. Having a proactive approach to finding and fixing 

workplace hazards before they occur rather than reacting to an incident 'after the fact', 

promotes workplace morale, productivity, turnover and reputation for the organization. 

Involving workers in collaborating to identify and solve issues builds trust, enhances 

communication and can lead to additional business benefits. 

To assist facility mangers in achieving these objectives, OHSA provides ten recommended 

practices to ensure success for a solid base to work from: 

1. Set safety and security as a top priority

2. Lead by example

3. Implement a reporting system, preferably anonymous where hazards, near

misses/close calls or health concerns can be reported for example:

Electrical hazards 
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Equipment operation practices 

Equipment maintenance 

Fire protection 

First Aid stations 

Workplace violence 

Lack of emergency procedures 

Biological/chemical hazards 

Slip and fall hazard 

4. Provide training on a regular basis

5. Conduct inspections on a schedule

6. Collect hazard control ideas

7. Implement hazard controls

IFMA 's Occupancy and Human Factors Course 

Providing signage for the above issues provides a form of communication to 
alleviate incidents/accidents. See Signage section in this chapter. 

8. Address emergencies calmly

9. Seek input on workplace changes

10. Make appropriate improvements which are identified during the post-event
meetings

There are guidelines that are provided by both OHSA and ISO to assist facility managers in 

achieving these goals. 
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Lesson 2: Introduction to·Standards 

On completion of this lesson, you will be able to: 

• Identify how the implementation of standards helps support the health and safety

of workers.

The nature of work is evolving; there has been a major transition from manufacturing to 

service-based industries and from a fixed to a mobile workforce: 

• New technology, automated systems and robotics are being integrated into the

workplace which introduce new and different hazards.

• The aging workforce and the rise of sedentary work means that some workers are at

a higher risk for musculoskeletal disorders.

• There is greater recognition that workers in industries that in the past have been

considered to be "safe" for example, health care, lodging, retail and transportation,

face significant hazards.

• Remote working strategies present new hazards that organizations and facility

managers are not able to control; alternative strategies need to be established.

• Increased temporary and contract employment means that traditional relationships

between workers·and employers are shifting.

These changes in the workplace indicate that facility managers need to keep on top of the 

hazards that are associated with the new normal in the workplace and managing the 

known hazards introduced with among others IAQ and IEQ. 

OSHA offers six guidelines for an effective health and safety program: 

1. Know what hazards exist by collecting information about workplace hazards.

Collect, organize, and review information with occupants to determine what hazards

are present and which occupants may be exposed or potentially exposed.

2. Conduct ongoing inspections in the workplace for safety hazards. Collaborate with

the occupants to form an inspection team. Discuss and document the hazards

reported.

3. Identify and keep a list of all health hazards including chemical, physical, biological

and ergonomic risk factors.

©2022 IFMA Edition 2022, Version V2017PAOHF _ 1.0 

All rights reserved 
97 Printed on 100% port-consumer wa>te recycled paper 



/Ffv1A 's Occupancy and Human Factors Course 

4. When an incident occurs, conduct an incident investigation. A clear plan and

procedure should be developed so that the investigation can occur immediately

after the incident occurs.

Collaborate with the occupants to conduct the investigations. Make sure the 

team is trained. 

Investigate close calls and or near incidents if they have been brought to your 

attention. 

Identify and analyze root causes to address the issues that allowed the 

incidents to occur. 

Communicate the results of the investigation with occupants and other 

stakeholders to prevent recurrence. 

5. Identify those hazards associated with emergency and non-routine situations.

Include any foreseeable emergency scenarios and non-routine tasks. Scenarios 

that may be foreseeable include fires and explosions, chemical releases, 

hazardous material spills, start-ups after planned or unplanned equipment 

shutdowns, and non-routine tasks, such as infrequently performed 

maintenance activities. For example, a machine catching on fire in the 

workplace or a natural disaster in the vicinity of the workplace, such as an 

earthquake or tornado. 

6. Characterize the nature of identified hazards, identify interim control measures, and

prioritize the hazards for control:

©2022 IFMA 
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Consider the severity of potential outcomes. Rank the issues by the likelihood 

that an event or exposure will occur and the number of occupants who might 

be exposed. 

Use interim control measures to protect occupants until more permanent 

solutions can be implemented. 
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IFMA 's Occupancy and Human Factors Course 

PHYSICAL HAZARDS 

ft> 

Figure 12 Example of Physical Hazards 

ISO 45001 Occupational health and safety management systems - Requirements with 

guidance for use has its foundation in OHSAS 18001 an international standard originating in 

Britain which was the first published recommended practices for health and safety in 1988 

and issued the first update in October 2016. In that revision, OHSAS stated that much had 

changed. over the preceding 28 years regarding the nature of work, the conditions in the 

workplace, employees themselves and how employers and employees interact and work 

together to be productive in a safe and healthy environment. 

Developed to incorporate the Plan-Do-Check-Act (PDCA) model, ISO 45001 provides a 

framework for an organization to: 

Plan - Implement standards in line with ISO standards to prevent possible workplace 

injuries and put processes in place. 

Do - Be determined to enforce the processes. 
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Check - Review the processes and efficiency thereof regularly. 

Act - Correct problems and continually review and improve the organization's 

management system. 

The benefits of this voluntary management system standard include the ability to apply ISO 

45001 to all organizations. It is designed to be_ integrated into an organization's exiting 

management process regardless of size, industry or nature of the business. 

ISO 45001 enables organizations to implement an occupational health and safety (OH&S) 

management system. This will help them manage their OH&S risks and improve their 

health and safety performance by developing and implementing effective policies and 

objectives. 

Key potential benefits of using these standards include: 

• Reduction of workplace incidents

• Reduced absenteeism and staff turnover, leading to increased productivity

• Reduced cost of insurance premiums

• Creation of a health and safety culture, whereby employees are encouraged to take

an active role in their own OH&S

• Reinforced leadership commitment to proactively improve OH&S performance

• Ability to meet legal and regulatory requirements

• Enhanced reputation

• Improved staff morale

©2022 IFMA 
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Figure 13 The POCA cycle in ISO 45001 

Information Technology (IT) took the lead in contingency planning and disaster recovery in 

the 1990s and was instrumental in developing plans to deal with potential disruptions due 

to Y2K. Business Continuity Management (BCM) grew out of the recognition of there being 

different types or forms of disruption. Governments and regulators recognized the role of 

businesses in mitigating the effects of disruptive incidences on society and worked to gain 

assurance that business continuity plans were in place. 

Companies recognized their dependence on each other and established agreements 

between key suppliers and partners to provide products and services in the event of a 

disruption. These efforts resulted in several national standards coming together to address 

the need for a recognized standard for BCM. The standards originated from Australia, 

Singapore, the UK, and the U.S. ISO 22301 Security and resilience - Business continuity 

management systems - Requirements, is the result of global interest and cooperation. This 

standard specifies the requirements for: 

• Implementing, maintaining and improving a management system

• Reducing the likelihood of disruptions
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• Preparing for and responding to disruptions

• Recovering from disruptions when they arise

IFMA 's Occupancy and Human Factors Course 

FM cannot control natural disasters or other business disruptions but plays a key role in 

responding to them, starting with building a BCM program. Business continuity planning is 

vital to the organization's response to an incident that disrupts business operations. 

Whether it is a short-term disruption or a long-term disruption, like we experienced with 

the global pandemic in 2020, maintaining business functions is crucial to organization 

survival. ISO 22301 offers guidance in: 

• Operational resilience

• Emergency planning and preparedness

• Crisis management

• Disaster recovery

• Supply chain security

• Planning for the loss of critical resources

For more information on risk management and business continuity, please refer to IFMA's 

Risk Management course. 

The facility manager is responsible for emergency preparedness and response to an 

emergency. The voluntary ISO 45001 and ISO 22301 standards require an organization to 

establish, implement and maintain processes that are needed to prepare for and respond 

to potential emergency situations. Included in these processes are: 

• Establishing a planned response to emergency situations that includes procedures

for all relevant hazards.

• Providing training for the internal emergency response team and occupants on

emergency response procedures.

• Periodic testing and exercising the planned responses, such as conducting an

evacuation or shelter in place drills or tabletop exercises.

• Evaluate performance during drills and exercises as it relates to the planned

response.

• Communicate and provide the relevant information needed to occupants and

stakeholders, contractors or visitors in the building, government authorities, as

appropriate, as well as the community, as appropriate.
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• Recognize the needs and capabilities of all members of the emergency response
team and interested parties, ensuring their involvement as appropriate in the
development of the planned response.

All these items should be documented as part of the processes. 

An emergency response team is a group of trained individuals who respond to emergency 
incidents of various types. In some organizations, the term incident response team may be 
substituted. These teams require a high level of specialized skills training and commitment 
to meeting the objectives of the site emergency plan. 

A crucial part of any emergency response plan is a ready workforce. Regular training and 
exercises will help build the long-term culture change you need to be successful. The goal 
for emergency response training and exercises is to create the muscle memory for people 
to know what to do and where to go during an emergency. Not only does training prepare 
us to better respond in an emergency, but it is required by law. OSHA requires all U.S. 
employers to create and train on their emergency action plans (OSHA 29 CFR 1910.38). 

From a facility manager perspective, an emergency plan should: 

1. Identify those mission-critical systems that must be kept running. Mission-critical
systems include both national and regional codes and standards that address the
minimal requirements for:

Emergency power & lights 

Water 

HVAC 

Fire 

Fuel storage 

Communication systems 

2. Have a list of regular occupants of the building, both visitors and contractors.
Obtain their contact details and ensure that they are up to date. Create a process
that allows for the easy identification of individuals.

3. Have a list of equipment and/or other property that needs to be moved out of
harm's way.

4. Include checklists for every action the facilities team and or emergency response
team needs to take during the emergency, for example, a checklist that ensures
occupants are accounted for at the assembly point.
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The emergency plan should be communicated to all workers. This includes workers at a 

location not under direct control of the organization, such as mobile workers or workers 

who travel to perform work related activities at other sites. (Beard, et al. (2017)) 

The facility manager should identify the necessary training for the emergency response 

teams. The training should include, at a minimum, first aid and cardiopulmonary 

resuscitation (CPR). These training programs expir.e within a two-year time frame. A record 

must be kept in place and the team's training must be kept current. The team must be 

trained in all the documented procedures for emergency response, such as evacuation 

drills. Scenario-based drills should be included as part of the training. FEMA is a good 

reference for scenario-based training. 
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The facility manager should have a process in place for monitoring, measuring, analyzing 
and evaluating the effectiveness of the emergency plan. The metrics included here are 
safety and security metrics. This is not the same as the annual performance review. These 
are measures that demonstrate the intended outcomes of the safety and security system 
have successfully been achieved. 

Note: Performance evaluation is discussed in the Performance and Quality 
module. 

The following elements need to be monitored and measured: 

1. Any legal requirement and other regulatory requirements that are applicable;
activities and operations that are related to the identified hazards, risks, and
opportunities; progress towards achievement of the organization's occupational
health and safety obje_ctives; and the effectiveness of operational and other
controls.

2. 

3. 

4. 

5. 

6. 

Any equipment, as applicable, to ensure valid results. An example of this may be a
fire extinguisher or oxygen tank that may have expiration limits.

The competence of those addressing the emergency, such as those employees who
are on the emergency response teams.

The effectiveness of emergency training particularly in "high risk" areas, including
vendors.

Corporate policy and procedures as they relate to the safety and security measures
in place for an emergency.

Safety and security key performance indicators as defined by the organization.

The organization should have a process for evaluating compliance. OH&S falls under the 
responsibility of the facility manager, the safety officer or risk management. The frequency 
and methods for evaluating compliance must be established and actioned as required. 
Knowledge and understanding of the compliance status with legal requirements and other 
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requirements need to be current. �valuation should be documented and kept in 

accordance with the retention policies of the regulatory body for example, OSHA and the 

demand organization. 

Internal audits and inspections help to provide assurance that facilities are following laws 

and regulations, organizational policies and OH&S standards. The organization will conduct 

internal audits on whether the OH&S system conforms to the organization's requirements 

for their OH&S management system, the OH&S policy and OH&S objectives. 

The responsibility for planning and conducting internal audits and inspections for an 

organization's full range of operations is a significant responsibility. Sufficient resources 

and enough time need to be allocated to the process. See Figure 14 for a sample of the ISO 

45001 - Internal Audit Checklist. 

INSERT COMPANY NAME/LOGO HERE 

ISO 45001 :2018- Occupational Health and Safety Management System - The Internal Audit Checklist 

This ched<hsl is base<I on tile informahon provided in fhe ISO 45001 2018 "1lema�onal standard The chec,JIst Is bes! used by trained and 
pracliciflg audrto,s lo evaluate Of 1t'SS Occupational Health and Safety Manag""'8nl 5', st iOHSMS) requuemen\s based Qn the standard 
You "'II see queslIons on ll1e dlacloot lh I refijr lo the standard and lor each c use prnvisIore ore <1d for Jlla,11onaI quesbon. 

Tn a�d!to1s ar " pecteO lo keep ,n m,nd !lid' 11'1 sranoaN d nor reQIJIU!i rnan(fattlf'; l)(OC..'dur� tor th� ,mOIJ5 OHSt.19 �rocessfYa, 
IIOw er mo auu�o ,p<>a I! en a 1nroima11on to a.il'labte bac use In the aut s o• the noa,o fl><! phrate suet, _ 
GO um n1edl)fo dure, ,�usi!<lto�wat,uIa,apro » amemod as !el a�.un,:,nstructton 01.mana111Jemcntbet10Cumen1� 

The audrtors must use a great deal or discretion and 111e,efore must be carel\JI and lllought!ul pnor to establishing a defloenc; a_gamst a 
reQu1remenl Evidence for 'lls;ble top management leadership commrtmenl and qualrty management ac:1Jon must be loof:M for 

The bold numbers and MIies used m the l1rst two columns ot the chec�hst Indu:a1e the ReQ,mements and ma, be referred \o on noncor.tormi�; 
reports prepared by tile audllor 

Dunno assessment of eadl requirement audllors record lhe status or Ille evaluation by iMIcabng m the nght-hand column a 

Yes - lor Accep!able Condlhon or No - for DefiCJenl CondrbOn 

- OCCUPATIONAL HEAL TH and SAFETY OBSERVATIONS I COM/,'IENTS STATUS 
MANAGEMENT SYSTEM 

4 CONTEXT or THE ORGANIZATION 

4.1 Understanding tne organization and its context 

As an orgamzabon. does your company determme 
eY1ernal and mlernal issues that are relevanl lo )'Our 
purpose? 

Do :,·ou con-�1de1 ttrn re .an IS u s lhat a!1ec1 your 
abI1it; to achieve lhe ,nt�n� OOltomes of !he OH&S 
Management S'islem <OHSMSJ'' 

ISO I FOIS Audit contJucled OJ ________ Dale ____ to ____ Copynghl � - ISO 4500lS1ore Page 1 of 43 

Figure 14 for the ISO 45001 - Internal Audit Checklist 
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Audits are covered in detail in the Performance and Quality Course. 

Continual improvement involves implementing a process that continues to review actions, 

it identifies and prioritizes areas of improvement and ensures that plans are in place to 

appropriately address non-conformities. Assessment is a tool that enables constant 

improvement of services to the organization. 

The FM assessment model starts out with what is called a gap analysis. The gap analysis 

defines the current state, the desired state, the gap between those states, and solutions to 

close the gap. This analysis is conducted for each of the Critical Success Factors (CSF) and is 

improved with involvement from both the facility manager and from the demand 

organization. 

The management approach to the continual improvement is described below: 

• Plan: Determine and assess OH&S risks and opportunities to deliver results in

accordance with the demand organizations OH&S policy.

• Do: Implement the processes as planned.

• Check: Monitor and measure activities and processes about the OH&S objectives

and report the results.

• Act: Act to continually improve the OH&S performance to achieve the intended

outcomes.

©2022 IFMA 
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Note: More about the Plan-Do-Check-Act process can be found in the 

Performance and Quality Course. 
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Lesson 3: Strategies to Increase Safety and 

Security 

On completion of this lesson, you will be able to: 

• Define strategies to increase occupant safety and security.

The safety and security process is institutionalized through the creation of loss 

management committees. These committees are composed of representatives from 

management and workers. They may be created within departments or may be cross­

functional. 

In some countries, these committees may play a statutory role under state and municipal 

law. They are referred to as joint loss management committees, and they are required to 

review incidents and workers' compensation claims for the purpose of making workplace 

conditions safer. 

Safety committees can support safety programs .in several ways. They can: 

• Assess workplace risks and conduct workplace inspections/tours.

• Review new equipment, processes, or projects for potential safety implications.

• Develop or review and endorse safety policies and work rules. This can include

integrating new safety policies into construction and maintenance procedures.

• Implement training and review its effectiveness. They can organize annual safety

training events to refresh the safety message to all occupants and work with Human

Resources to ensure that new employees have received all the necessary training.

• Investigate safety-related complaints.

• Investigate workplace accidents and report on the adequacy of prevention and

mitigation tactics.

• Coordinate with insurance inspectors and law enforcement to ensure that vital

evidence is not destroyed or tampered with during the cleanup process.

• 

©2022 IFMA 

Provide a point of contact between management and occupants on the issue of

safety and security.
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• Monitor facility conditions for safety and security and propose changes.

Facility managers work with cross-functional teams to identify internal and external risks 

from nature, humans and technology. Some of the same techniques can be used to identify 

safety and security risks, such as interviewing managers and supervisors, c:onducting focus 

groups with work groups and conducting surveys. 

In addition, FM should consider: 

• Working with human resources to analyze accident reports and claims for workers'

compensation to identify patterns of problems and key sources of risk.

• Collaborating with the organization's safety and security officers or departments to

develop effective risk treatment strategies, or responses to risks.

• Arranging for an insurer to conduct a workplace needs assessment. Insurers may

provide online tools to assess risk.

• Conducting safety/security walk-through tours of the facility.

• Observing occupants and facility technicians at work.

• Compiling a list of all hazardous materials used in the facility and the storage

locations.

The Risk Management competency discusses the process of risk management planning, 

including identifying risks of various sorts that could cause injury to people, damage the 

facility or harm the organization's business. 
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Lesson 4: Create a Faci ity Safety Strategy 

On completion of this lesson, you will be able to: 

• State why signage is important.

When planning facility strategies to ensure and promote safety, facility managers should 

include representatives who will be directly affected by the proposed programs. They can 

help make programs reality based, assist in identifying requirements needed t9 implement 

these ideas and gain credibility for the programs with their intended audiences. 

The facility's safety strategy should approach the topic from a variety of tactical directions: 

• Policies and work rules are used to communicate expectations to occupants and
staff. To be effective, they must be supported through consistent and continuous
management action.

• Prevention aims at identifying hazards and then removing or avoiding causes of
accidents through actions such as, identifying proper work process, training and
education, safety inspe�tions and audits.

• Mitigation can reduce the likelihood of an accident or reduce the severity of its
impact through preparation. Examples of these tactics are listed in Table 8.

Policies and work 
rules 

©2022 IFMA 
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• Including safety priorities in descriptions of roles and responsibilities
and using these expectations to assess performance.

• Creation of safety committees and processes for investigating issues
and recommending solutions.

• Commitment to funding training and equipment and making them
available to employees.

• Disciplinary procedure for negligent or non-compliant behaviors.

• Protection
.
from management or co-worker retaliation for reporting 

unsafe conditions or practices. 

• Requirements for the use of personal protective equipment (PPE),
such as breathing masks or protective eyewear.

• Safe work method statements, descriptions of how to perform a
specific process or operate a piece of equipment.
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Prevention 

Mitigation 
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• Requiring managers and supervisors to report "near misses" so that

potential problems can be identified and corrected.

• Work dress rules prohibiting clothing or jewelry that could become

entangled in equipment.

• Cautions that must be taken when using certain equipment or

hazardous materials.

• Documentation of accidents, safety audits and completion of training

for example, accident logs, site inspection checklists.

• Reporting to outside agencies to comply with laws and regulations.

• Compliance with inspections by outside agencies.

• Assessment of risks and hazards for example, job hazard analysis or

job safety analysis.

• Training, for example, how to lift heavy objects, how to turn off

electricity, steam or fuel before repair and maintenance jobs.

"Toolbox talks" bring brief training events on specific topics to the

workplace floor. Free meeting agendas and materials can be

downloaded from different sites.

• Regular inspection of safety devices on operating equipment.

• Replacement of dangerous equipment.

• Substitution of nontoxic materials for hazardous materials where

possible.

• Barricades and signage in multiple languages, if necessary, for

example, to mark slippery floors or risk from falling objects or

electrical lines.

• Appropriate lighting levels.

• Organization and training of an incident management team, including

team and occupant exercises for example, facility evacuations under

different conditions.

• Root cause analysis and corrective action following incidents.

• First aid supplies and training.

• Eye-washing stations and safety showers.

• On-site information about materials used for example, Safety Data

Sheets and binders.

• Training about accident response.

• Signage with quick, clear instructions.

Table 8 Examples of Safety-Oriented Tactics · 
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The safety strategy must include: 

• Plans for auditing compliance with policies and work rules, including required

intervals for audits and tools used to assess compliance.

• Appropriate measures identified that can be used to evaluate the strategy's

effectiveness after a defined period of time.

• Measures that reflect the organization's unique risks and concerns and are

quantifiable, such as a decrease in workers' compensation claims or a certain level

of compliance scores on audits.

Effective implementation of safety programs depends on the quality of communication and 

the degree to which occupants and staff are engaged in the organization's safety goals. 

A new safety strategy merits a full communication campaign. The campaign can address 

issues, such as: 

• The best timing and vehicle for introducing the program.

Consider:

Can the safety initiative be combined with an annual or quarterly meeting? 

Will a special edition of a tenant newsletter be read? 

Would a series of short newsletter/Website articles or e-mails be more 

effective than a full launch? 

• Management support.

Consider:

Would video messages from senior management be effective with this 

audience? 

Could senior managers attend group meetings to endorse the program? 

• Receiving feedback from occupants and staff.

Consider:

How can a feedback channel ensure anonymity to those reporting safety 

infractions? 

• Avoiding message fatigue.
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Consider: 

At what point will occupants and staff cease to hear the message? 

How can the message be modified? For example, regular safety messages in 

facility newsletters could be kept fresh by alternating safety stories with 

statistics, tips and new information. 

Training programs, whether developed in-house or purchased from external ·sources, must 

be assessed for effectiveness and appropriateness for the intended audiences. Programs 

should differentiate between needs for knowledge about environmental health and safety 

and needs to perform specific tasks. They should include some form of testing to 

document completion and understanding of the training and competency achieved, as 

applicable. The strategy must also address: 

• How the training of new hires can be accomplished after the delivery of initial

training to current occupants and staff

• How to handle changes in conditions or equipment that affect safety procedures

covered in training.

• When and how to refresh knowledge through retraining.

Incentives for adopting safe behaviors is a tricky issue. Organizations that have rewarded 

groups based on decreases in the number of reported accidents have found that reports of 

decreases can be bogus - occupants and supervisors simply don't report accidents and 

falsify the data in order to receive the incentives. It is essential to reward steps taken to 

promote or practice safety rather than accident report rates. For example, rewards might be 

given based on: 

• Department scores on safety training tests.

• Evidence of new safety issues that have been identified and corrected.

• Observations of good compliance with safety policies and work rules.

One of the possible functions of safety committees is to investigate incidents to determine 

possible causes. Any incident involving a fatality, serious injury, or damage to property, 

equipment or the environment should be carefully investigated to ensure that their causes 

are correctly identified and fully understood. Then the appropriate corrective action can be 
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taken. A thorough investigation should and resulting corrective action should also mitigate 

liability in future accidents. 

Incident Investigation Process Diagram 

Prepare 

Determine: 

• Who conducts and participates in investigation

• What incidents to investigate

• What information to collect

• Prepare investigation kit

• Create investigation and interview forms

• Document investigation procedures

• Select and train investigators

Incident Occurs 

Enact 
• Arrange for first aid or medical treatment of injured person(s)

• Secure the scene

• Identify and gather witnesses

• Retrieve investigation kit

• Interview injured worker and witnesses

• Document scene with photos or videos

• Collect information

Analyze 
• Review documentation

• Identify causal factors (root causes) using the "Why" method

• Determine corrective actions

• Prepare report

• Communicate report

Correct 
• Implement corrective actions

• Track completion of corrective actions

• Share information with others

• Critique process for continuous improvement

Table 9 Incident Investigation Process 
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Ensuring safety in the facility when third parties, such as contractors and visitors, are 

involved is a challenge for facility managers, who must ensure that these parties know and 

comply with the facility's policies and rules. In addition to a responsibility to protect facility 

property and occupants' safety, the facility manager shares a responsibility to ensure the 

safety of the work crew. 

To ensure the safety of occupants, facility property and the contractors, facility managers 

should consider: 

• Ensuring that safety records and employee safety training are criteria in selecting

contractors and that records are checked. Facility managers should note whether

the practice of pre-qualifying contractors and subcontractors for their safety

training and records is legally permitted in their areas.

• Including review and compliance with facility policies and procedures in the

contractors' scope of work. These statements should describe the facility's

expectations, work rules and conditions, including but not limited to permits

required, existence of potential hazards, requirements for worker drug testing.

• Providing contractors with safe work method statements and perhaps testing their

understanding. Some facilities require all visitors to view a brief safety training video

or complete a quiz.

• Requiring work permits for hazardous work for example, confined entry, hot work.

Permits would require inspections of work areas for compliance with facility safety

guidelines.

• Reviewing a list of chemicals used by contractors and requesting substitutions, if

possible, for problematic materials. Ensure that material safety data sheets and

appropriate emergency response supplies are available at the work site.

• Ensuring that the contractor has plans in place to protect occupants from the

effects of the work and to maintain indoor environmental quality.

• Including contractors in emergency drills. They should be aware of the location of

alarm systems and the facility's emergency procedures.

• Auditing performance during projects to ensure compliance with the scope-of-work

statement and the facility's safety policies. These audits should be included in

records to guide future contracting decisions.

Since contractors may subcontract to other entities, facility managers must ensure that they 

are aware of these relationships and that subcontractors are held to the same expectations 

and requirements. 

Providing necessary safety information to visitors is a challenge and requires understanding 

how visitors interact with the facility - where they go, whether they are escorted, how often 
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they visit and how long typical visits last. Training and communication strategies can 

include _having visitors complete a brief safety lesson and quiz on their first visit, repeating 

it annually perhaps. Floor wardens could be assigned to review evacuation routes and 

procedures with long-term visitors. Special training of these occupants may also be 

required in especially challenging environments, such as chemical plants. 

After every event, the adequacy of the facility's safety measures and response should be 

assessed, gaps identified and plans drafted to address the shortcomings. 

Safety measures should be verified periodically for their effectiveness and the tests and 

results documented. 

Annually, perhaps in conjunction with the review of the facility's emergency management 

plans, the facility manager should review facility safety policies and processes, identify 

opportunities for improvement and respond accordingly. If a facility safety committee is in 

place, those members should be involved in reviewing data and discussing possible 

improvements. 

The safety committee should review: 

• Data such as the number of accident reports filed and workers' compensation, or
on-the-job injury claims submitted.

• Inspection reports, both internal and external.

• Accident reports, including insurer reports.

• "Near miss" reports.

• Post-incident reports. The safety committee may conduct incident debriefings, or
discussions. These meetings focus on whether response protocols were followed
completely and correctly.

• Safety training records of completion for visitor, new hire and refresher training.

• Post-training testing data that would indicate the degree of effectiveness of safety
training.

• Changes in facility conditions or operations that may affect safety.

• Changes in incident response team members for example, ensure communication
of changes, training of new members.

• Changed or new regulatory requirements that must be transposed into the
organization's policies, procedures and work rules - as well as responsibilities for
tracking regulations to identify changes.
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The Safety Committee should recommend corrective or preventive action. 

• Corrective Action - avoid incident reoccurrence

,;tlj� IFMA
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• Preventive Action - identify potential incidents and put process in place to avoid

them.

Signage is an element of wayfinding; or assisting a user to navigate through a physical 

space. Visual clues are-placed to orient a user, to help them find the appropriate route, 

confirm the route and get them to their desired destination. Consider the building map 

signage required by fire code in many jurisdictions. The map helps the user quickly identify 

where he or she is and which direction to turn to exit, the next sign confirms the route until 

the user reaches the emergency exit. 

Signage need not be complicated. It needs to be designed for quick communication. For 

example, in an emergency, every second counts when approaching a hospital facility with 

multiple entrances and parking lots. A large, lighted, bright red EMERGENCY sign provides 

immediate guidance to the destination. 

Another example is cautionary signage utilized at machinery. A sign that says WARNING in 

large, bold letters carries a message that an occupant will understand. 

Experienced facility managers recognize the value of planning and auditing signage from 

multiple perspectives, bringing occupant evaluation and feedback into their signage 

planning processes. All signage must follow signage codes, regulations and requirements. 

Safety signs are used to communicate important messages to employees, on-site 

contractors and visitors. 

The international colors for signage are: 

Red: 

• reserved for danger signs and labels

• signifies a hazard

• OSHA states red should be used to identify fire protection equipment and

apparatus

Orange: 

• alerts to the fact that there is dangerous parts of machinery or equipment

• usually placed directly on the machinery, but can be wall signs

©2022 IFMA 
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Yellow: 

• Where caution needs to be taken, specifically physical hazards such as tripping,
falling, hearing damage or any common type of hazard

Green: 

• Safety related and means there is no danger present

• Used for first aid signage or exit signs

Blue: 

• Informative signage about a specific area

• This signage does not have to be safety related such as property policies

• Blue is used for depicting mandatory actions by the employee and notice signs

Magenta and Yellow: 

• Magenta text on a yellow background is used for radioactive materials or
equipment the produces radiation

Black and White: 

• For guiding traffic and providing direction

• Can be used for housekeeping information in the facility

• While not specifically safety related, can improve the facility safety

The following ten categories of signs ensure that the facility has the most relevant safety 

signs displayed in the proper locations, are meeting OSHA regulations, and are clearly 

communicating the intended messages. 

Exit/Evacuation Signs: 

In the U.S., OSHA requires visible emergency response exit and evacuation routes. Any 

doorway or passage along routes that could be confused for an exit must indicate its �ctual 

use. 

Every authorized exit sign must be either constantly illuminated by a reliable light source or 

be sufficiently self-luminating by use of photo-luminescent materials and be of distinctive 

color. These signs should be placed in every location where the direction of travel may not 

be obvious. Each sign must have the word "Exit" in plainly legible letters not less than six 

inches high or less than three-fourths of an inch wide. 

Fire Signs: 

OSHA requires signs that indicate the location of fire extinguishers and fire hose cabinets, 

so that they are readily accessible in case of an emergency. Walkthroughs will ensure that 

all necessary signs are present and can be conspicuously identified. 
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• Electrical Arc Flash Hazard Signs:

OSHA requires signs that indicate high voltage areas to provide sufficient access

and working space be maintained around energized electric equipment.

For Example:

Danger-High Voltage: identifies high voltage areas. 

Danger-Battery Charging Area: identifies areas in which batteries are charging. 

A newly revised NFPA standard, NFPA ?0E-2012, mandates that arc flash labels 

be placed on all electrical equipment, including switchboards, pqnel boards, 

meter socket enclosures and motor control centers that would require 

maintenance while energized. 

These labels must contain: 

Nominal System Voltage 

Arc Flash Boundary 

One of the following: 

o Available incident energy and corresponding working distance

o Minimum arc rating of clothing

o Required level of PPE.

• First Aid Signs:

OSHA requires that first aid supplies be identified and readily available in case of a

medical emergency.

For Example:

Eye Wash: identifies areas that offer first aid solutions for instances when eyes 

may be contaminated by foreign materials or substances. 

Safety Showers: identifies areas that offer first aid solutions for instances when 

the body comes in contact with hazardous chemicals. 

AED: identifies the location of Automated External Defibrillator in case of an 

emergency. 

First Aid Stations: indicates stations that provide care or treatments before 

regular medical aid can be obtained. 

• Flammable/Combustible Signs:

©2022 IFMA 

OSHA requires conspicuous warning labels be placed on containers and areas that

contain flammable or combustible liquids, vapors or materials.
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For Example: 

Danger - No Smoking, No Open Flames, No Sparks: identifies areas where 
precautions should be taken against ignition of flammable vapors and 
hydrogen gas. 

Flammable - Keep Fire Away identifies areas that could result in materials 
combusting due to flammable reaction. 

• Personal Protection Signs:

Personal Protective Equipment (PPE) must be provided and used when a hazard
capable of causing injury or impairment through physical contact, absorption or
inhalation. PPE signs, symbols and accident prevention tags serve as a reminder of
the requirements.

For Example:

PPE Signs: include reminders about appropriate and required eye protection, 
hearing protection, foot protection and head protections. These reminders 
include messages about wearing a hardhat, face shields, eye protection and 
respirators. 

• Hazardous Areas Signs:

OSHA requires "Caution" accident prevention signage to warn against potential
hazards and unsafe practices. Hazardous signs instruct employees of area protocol.

For Example:

Biohazard Signs: used to identify equipment, rooms and materials which 
contain, or are contaminated with, hazardous agents. 

Caution or Danger - Hot helps identify areas with areas of extreme heat and 
danger. 

Hazardous Waste Storage Signs: identify areas thatrequire caution due to the 
storage of hazardous waste. 

Radiation Signs: Each radiation must be conspicuously posted with a sign or 
signs bearing the radiation caution symbol and the words: "Caution Radiation 
Area." The pictogram to be displayed is the conventional three-bladed design. 

• Confined Spaces Signs:

©2022 IFMA 

Warns employees of areas that require authorized permits or specific instructions
for entering into a potentially hazardous confined space.

For Example:

Danger - Confined Space: helps identify confined workspace areas. These 
confined space signs include warnings for authorized or permit entry _areas. 
Confined space signs can also indicate specific instructions to employees for 
space entry. 
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• Machines and Equipment Signs:

Alerts of dangerous areas in operating areas and machine use in order to warn and

protect employees from hazards that could cause personal injury or equipment

failure.

For Example:

Operation Warnings: includes warnings of automatic start-ups, emergency 

shutdowns and machine guard requirements. 

• Slips, Trips and Falls Signs:

Identifies areas where there is a general need for instructions and suggestions to

maintain safety in aisles, passageways, stairways and balconies of a facility.

For Example:

Caution - Slippery Floor: helps warn of areas where individuals could easily slip 

or fall due to slippery or wet surfaces. 

- Watch Your Step: indicates areas that may have uneven or irregular floors.

Training programs, whether developed in house or purchased from external sources, must 

be assessed for effectiveness and appropriateness for the intended audiences. Programs 

should differentiate between needs for knowledge about environmental health and safety 

and must perform specific tasks. Some form of testing must be included to document 

completion and understanding of the training. The strategy must address: 

• How the training of new hires can be accomplished after the delivery of initial

training to current occupants and staff.

• How to handle changes in conditions or equipment that affect safety procedures

covered in training.

• When and how to refresh knowledge through retraining.

Incentives for adopting safe behaviors can be tricky. Organizations that have rewarded 

groups based on decreases in the number of reported accidents have sometimes found 

that reports of decreases are bogus, as occupants and supervisors don't report accidents 

and, in that way, falsify data in order to receive the incentives. It is essential to reward steps 

taken to promote or practice safety rather than accident report rates. For example, rewards 

might be given based on: 

• Department scores on safety training tests.

.• Evidence of new safety issues that have been identified and corrected.
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• Observations of good compliance with safety policies and work rules.

©2022 IFMA 
Edition 2022, Version V2017PAOHF_1.0 

All rights reserved 124 Printed on 100% post-consumer waste recycled paper 



,.. 

) 

) 

) 

J 

) 

IFMA 's Occupancy and Human Factors Course 

Lesson 5: Create a Facility Security 

Strategy 

On completion of this lesson, you will be able to: 

• Create a facility security strategy.

To create a facility security strategy, it is necessary to work through the following steps: 

1. Plan a facility security strategy.

2. Implement a facility security strategy.

3. Evaluate a facility security strategy.

Ensuring facility security involves protecting both employees and the organization's assets 

from unlawful actions. It is critical.in many facilities to know exactly who has entered the 

facility. This can affect complete evacuations of facilities in case of emergencies and protect 

occupants and assets from individuals entering the facility without authorization. 

Security threats can be: 

• Internal or external - Employees can steal from the organization and from each

other. Thieves can break in and steal equipment or data. Shipments to or from the

facility can be stolen in transit.

• Minor or severe in consequence - Losses can range from a stolen purse to assault

or murder.

• Physical or nonphysical - Damage can include bodily harm and lost equipment

and supplies; it can also take the form of stolen proprietary information for

example, marketing plans and reports, or stolen customer or occupant personal

data for example, credit or health data.

Depending on the organization, facility managers may be responsible for facility security or 

may work closely with security officers to develop and implement security strategies. 
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Organizational risk to occupants and assets will vary greatly, depending on the 

organization's business processes, physical facilities and culture. For example: 

• An organization engaged in a politically or socially controversial activity may be

vulnerable to physical and cyber-attacks on its property and occupants.

• High levels of traffic, including visitor traffic, may make some parts of a facility more

vulnerable to theft.

• An organization marked by poor supervisory skills a.nd practices may have higher

rates of workplace harassment and violence.

• Organizations that are known to handle large amounts of high-value data can be

subject to hacking and theft of organizational, employee or client data.

As with all risk assessments, identifying the most likely vulnerabilities should be a cross­

functional task. Facility managers should ensure the input of various departments or units 

for example, finance and accounting, IT, warehousing and shipping, research and 

development as well as those different groups such as supervisors, office workers, line or 

floor workers. 

The risk identification process could include: 

• Walking observation tours of facility security vulnerabilities and responses. This

would be enhanced by the company of a security expert.

• Security audit by the facility's insurer or a security consultant.

• Review of workers' compensation, or on-the-job injury claims, over a fixed period of

time, for example, five years, to identify security-related injuries.

• Critical incident analysis. The facility manager and the security manager could

review evidence from previous events to isolate common causes or patterns.

• Focus groups with occupants.

• Surveys and questionnaires.

• Benchmarking comparisons or discussions with comparable facilities.

• Discussions with local police or government officials.

Table 10 lists some of the tactics facilities can use to address security risks, employing 

policies and work rules, prevention and mitigation. Organizational culture, resources and 

vulnerability assessment should be considered before choosing specific strategies. For 
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example, intensive entrance and exit visitor screening may be appropriate for a software 

development or high-tech operation, but this level of screening may not be acceptable or 

practical at a university. 

Policies and work 

rules 

Prevention 

©2022 IFMA 
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• Visitor policy for example, surrender of passport ID at security.

• Encryption policies for all data leaving the facility.

• Prohibitions against lending of IDs.

• Enforcing employee photo ID and badge policies (badges should

specify whether the visitor can be unescorted or must always be

escorted.

• Clearly communicated policy prohibiting occupants from - and

possibly disciplining for - allowing an unauthorized individual to

trail or tag along when the occupant passes through a secured

entrance, also known as "piggy-backing".

• Rules regarding use or removal of facility assets.

• Policies targeting potential for violent behavior for example, anti­

harassment, guns on premises and in cars parked in facility areas.

• Document shredding and electronic communication destruction

procedures.

• Identifying documents as confidential or privileged. Unless

documents are clearly marked as proprietary, defending

ownership in court is difficult.

• Confidentiality agreements with at! contractors working on site or

with confidential information provided by the organization.

• Facility's right to search occupants, work areas and lockers.

• Data privacy procedures.

• Pre-employment (or contracting) screening.

• Occupant training on theft prevention.

• Employee training on data protection tactics, especially when

working/discussing in public areas, for example, working on a

laptop in a coffee shop or talking on a cell phone at the airport.

• Training on active assailant emergency measures.

• Supervisor training on preventing harassment or detecting

domestic violence or worker stress.

• Stress management/detection programs.

• Random drug testing, when appropriate to the industry/activity

and legal.

• After-hours security escorts to parking areas.

• For carded entrances, a system that can detect "piggy-backing"
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and issue alarms. 

• Automated intrusion alert systems.

• Installation of distress alarms throughout the facility.

• Closed circuit video surveillance systems.

• Security checks at entrances.

• Security lighting at access points.

• Facility or area access control via electronic IDs or biometric

technologies for example, fingerprint scans or iris scans.

• Scanning of all mail, packages and deliveries.

• Firewalls on Internet connections, system intrusion alerts.

• Document shredders at all copy/print stations.

• Lockable personal storage for occupants, for example, drawers,

lockers.

• Periodic inventories of facility assets.

• Periodic financial audits on departmental level.

• Use of radio frequency identification smart tags on shipments and

high-value facility assets.

• Employing "standof
f

" distances and restrictive access at faciiity

entry points, these measures are designed to prevent unscreened

vehicles from approaching a facility.

• Bomb barriers and shatterproof glass at entrances.

Table 10 Examples of Security-Oriented Tactics 

The facility manager must work closely with security to develop policies and procedures in 

this area. 

Planning is essential in creating an effective security system. Core factors that need to be 

considered are: 

• The type of activity to be carried out

• The surrounding environment

• The capacity of local emergency services to react

• How the flow of people and goods can be controlled and to what extent this can be

achieved
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A zonal or layered approach to security allows a site to remain prepared, firstly by working 
to counter a threat and secondly by minimizing the consequences if a threat occurs. 

This approach is divided into four key areas: 

• Deter

• Detect

• Delay

• Defend

• Deter - Deterrence is ideal and effective when dealing with inexperienced offenders
who can be dissuaded by the obvious challenges of attacking a site, for example:

Physical barriers 

o Gates
o Fences
o Walls
o Bollards
o Access Control with speed gates
o Security glass
o Barred windows

Psychological barriers: 

o Video and electronic surveillance
o Alarm sensors
o Natural surveillance - visible spaces, where there is no place to conceal

unauthorized activities
o Security lighting that cannot be tampered with

• Detect - If the measures applied to deter are breached, security must be alerted
immediately. Alarm systems provide detection at the point of entry and CCTV
cameras monitored remotely, or beam interruption, based on ultraviolet or infrared
light can detect an intruder/s.

Where authorized personnel are present, intruders can be detected through the use
of a radio frequency identification (RFID) tag or facial or gait recognition
technologies.

• Delay - An attack must be made as difficult as possible, providing staff, visitors,
vendors and assistant services more time to react, respond and evacuate if
necessary.

©2022 IFMA 

Entrance control provides a barrier to entry or a safe escape route for occupants.
Delaying options include attack-resistant windows and doors and crash barriers.
Security partitions and security doors provide obstacles for intruders to overcome.
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• Defend - There are critical measures required to protect valuable items on a site.

Layers of protection circle inwards from the perimeter. At the center of these layers

is the most extensive defense solutions - safes and vaults.

Safes and vaults have different options such as fire, explosive and diamond drill

resistance. Security audits will define the level of security required.

As with any element of facility safety, communication and education play a critical role in 

maintaining facility security and in creating a consciousness of the need for security among 

occupants. Occupants should be made aware of the potential consequences of lapses in 

security, such as taking unencrypted sensitive information out of the facility on a laptop 

that is then stolen. Violations of policy must be consistently disciplined, according to policy. 

If secured access systems are implemented, facility managers must ensure that occupants 

are provided IDs in a timely manner and are supported when problems, such as lost, 

damaged or deactivated ID cards, occur. A manual security process should be developed in 

the event of a power loss. 

Facilities must decide when outside-security consultants or firms are required. Security 

consultants can help facility managers determine the need for security, including where, 

when and how much security is needed and develop effective requests for proposals from 

security companies. 

FM must implement its own data security policies and practices. The FM network and 

computers must be protected from unauthorized access using firewalls and identification 

systems. Staff should be trained in good data practices, such as safe use of the Internet and 

data backup procedures. FM may consider working with IT to restrict access to certain 

types of Internet sites from the facility network. 

On a periodic basis, facility managers could measure their strategy's effectiveness 

according to: 

• Reports of organizational committees, such as joint loss management committees,

on safety and security incidents.

• Changes in rates of loss of equipment and supplies, occupant and department

reports of theft or reports of workplace violence.

• Vandalism reports by FM staff.

• Communication and training events.

©2022 IFMA 
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• Strategies should also be assessed after major losses. For example, after an

embezzlement of FM funds, the facility manager should consult with an auditor to

identify missing or weak controls against theft.
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Additional Considerations for Safety and 

Security 
Facility managers cannot fulfill the responsibility to provide a safe and secure facility alone. 

The entire organization must be fully engaged in the safety and security of self and others. 

Facility managers must make safety and security part of the organization's culture to 

achieve any measure of success in specific initiatives. 

More information about facility safety and security from an operational perspective is 

available in the course for the Operations and Main�enance competency. 
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Chapter 4: Progress Check 

1. Select all the correct answers. The elements of the OH&S policy should include:

,fll� IFMA
™ 
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a. A commitment statement which provides safe and healthy working conditions for

the prevention of work-related injury and ill health.

b. A framework or model for setting the objectives.

c. The procedures for reviewing the effectiveness of actions taken, including

corrective and preventive action.

d. The results of any action & corrective action, including the effectiveness.

e. A commitment to consultation and participation of the workers.

2. Answer True or False. Management support is not essential to an initiative aimed at

shaping the organization's culture.

a. True

b. False

3. Select the correct response. ISO 45001 focuses on:

a. The nature of work, the conditions in the workplace, employees and how

employers and employees interact and work together to be productive in a safe

and healthy environment.

b. Implementing, maintaining and improving a management system

c. Reducing the likelihood of disruptions

d. Preparing for and responding to disruptions

e. Planning for the loss of critical functions

4. Select the correct response. In order to create a facility safety strategy, the facility

manager needs work through the following steps:

a. Document, communicate and promote a safety strategy

b. Plan, implement and evaluate a safety strategy

c. Identify risks, investigate and coordinate a safety strategy

d. Monitor facility conditions for safety and security and propose changes
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5. Select all the correct answers. Signage is:

a. an element of wayfinding

b. a way of assisting a user navigate through a physical space

c. a visual clue placed to orient a user

d. required by fire code

e. designed for quick communication

6. Select the correct response. A zonal approach to security is divided into four key areas

and needs to be followed in the order of:

a. Detect, Delay, Deter, Defend

b. Detect, Deter, Delay, Defend

c. Detect, Defend, Deter, Delay

d. Deter, Detect, Delay, Defend
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